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Figurel Top level view of quantum technology landscape

This document is a contributioiy DSTLp the national effort to realise the benefits of quantum
technologies as seen through the lens of defence and security.

Quantum technology is technology derived from science that cannot be explained by classical
physics, such as Newton's Laws of motidghermodynamics, and Maxwell's equations for
electromagnetism. Many of our existing technologies (such as microprocessors, nuclear power, solid
state imaging devices and lasers) are derived from quantum physics and are now quite familiar. We
have labelledhese as "quantum 1.0". Just as classical physics underpinned the Industrial Revolution,
the technologies created by quantum 1.0 have underpinned the Information Age. The emerging
guantum technologies that rely on the more subtle, less familiar aspeajsiaftum mechanics we

have labelled as "quantum 2.0". The technologies enabled by Quantum 2.0 have the potential to
create a "second quantum revolution".

The MOD Defence Science and Technology Laboratory (DSTL) has undertaken a detailed analysis of
the UK gantum technology landscapeWe have read and understood the contents of the Witty
report’, which we find informative, and await the response of Governmimnpartnership with the

! DSTL/PUB75620

’See9y O2dzNI IAYy 3T . NAGAEAK LYy@SyiuAzy wS@2fdzii2yyY {AN !y
7

FinalVersion

14/02/2014

UNCONTROLLED

DSTL/PUB75620



UK UNCLASSIFIED

Royal Society, DSTL organised a meeting of leading academics, repreeertatin Industry and
relevant government departments at Chicheley Hall from1B30November 2013 to develop the
evidence base for this analysis . The attendees were selected to enable to the meeting to explore
how the UK might exploit emerging quantum teciogies for the benefit of defence, security and

the wider UK economy. The output from the meeting has been used to refine the quantum
landscape document and to develop quantum technology roadmaps and outline development plans.

Our review of quantum teatplogies and their applications has fallen mainly into the following
categories: quantum clocks, quantum communications, quantum sensors, and quantum simulation
and computing. We have also considered underpinning and enabling technologies, and some of the
most important molecular and solid state advances that have the potential to be economically or
sociologically very significant.

In the defence and security domain we conclude that large scale digital quantum computing
capability is not likely to becomevailable within a 515 year time frame. However, the field is
advancing rapidly and our assessment could change. We need to be wary of technology surprise, and
recognise that early analogue machines or hybrids could be made to perform valuable funct®ns on
shorter time scale.

In the longer term, research in quantum computing, networks and information processing are
expected to become immensely important. That will likely include aspects that we do not yet
comprehend; the situation is similar to that dassical computing in the 1950s. in the meantime our
world class academic teams will need continued support and encouragement to reach their goals.

Quantum technology offers a new and elegant means to provide secure communication and key
distribution but t only addresses a part of the security challenge that modern complex systems face.
Therefore, to understand the overall impact that this technology will have upon system security the
subject requires further research. However, the quantum technologyivedaois relatively mature.
Many of the components, such as the photon sources and detectors, may also have wider
applications in the future quantum programme.

Precision timing and navigation could benefit immensely from quantum technology, and suitable
development would have widespread disruptive impact on these domains. Likewise, quantum
sensors, especially gravity sensors, if suitably develagedikely to have significant impact where a
step change in sensitivity or additional modalities could tedised. More work needs to be done in
this area to define the systems that would deliver the most benefit.

In the commercial domain, we foresee that ubiquitous quantum optics could deliver miniaturised,
secure communications systems and sensors into maaskets. There would be specialist
applications for chip scale clocks and gravity sensors, extending to mass markets in the financial, civil
engineering and geophysics domains as price, size, weight and power is reduced. There will be many
scientific appliations for most aspects of quantum technology, including a worldwide market in
common sukcomponents as the systems are developed and refined. Advances in healthcare,

www.gov.uk/government/uploads/system/uploads/attachment_data/file/249720HA4i8-1241-encouragingp-
british-inventionrevolution-andrewwitty -review-R 1 pdf
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environmental sensing, and energy technology will be enabled by quantum sensors andmuant
nanotechnology. These will have immense impact on the economy and society.

Our conclusion is that we see the most promising threads of development for investment as being:

1
1

Precision timing and clocks
Gravity sensors (ultimately including gravitationspping or "imagers")

Quantum optics, for example to realise miniature, handheld ¥¥¢Btems for ubiquitous
commercial applications or chem/bio sensors. The technology will also be applicable to
guantum information processing and quantum networks.

Metrology and navigation using "cold atom" systems
Electromagnetic sensors

Quantum nanotechnology implemented on a large scale for power recovery and generation,
environmental sensing and efficient healthcare

For the longer term, investment quantum simulationdamuantum computing should
continue

The quantum technology partnership established at the Chicheley meeting is now reduypto
MODprosecute this strategy and engage fully in the activities necessary to realise this vision.

Many of the processes and K&ithat the UK will need to ensure success are not part of the initial
discovery and development activity, but are essential for efficient and effective exploitation. These
include:

=A =4 =4 4 =4 =4 -4 -4

Leadership, vision and governance

An understanding of technology readisesikely system constraints and user needs
Skills in transitioning science to technology and system engineering

Progressive programme and project management

Dynamic risk management

Management of intellectual property

System engineering, interoperabiliynd standardisation

A suitable collaborative landscape incorporating Government, industry and academia

Identification and preparation of suitable markets

¥ QKD = Quantum Key Distribution, for cryptography
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2. Introduction
Novel quantum technology is at the forefront efientificand technicallevelopment ad is derived
from the latest advances in physics.

Its realisationholds the promise of game changing advantagdefenceand security domains, and
the possibility of significant wealth creation in the UK economy.

This documengenerates a top leve] strategicview of quantum technologies in the Wad their
potential to deliveroperational and economibenefit. We alsogenerate a strategy that will answer
specific questionandshow the way forward. The questions are:

1. How and where will we obtain adutage from quantum technology in the UK for defence,
security and the wider UK economy?

2. Which specific areas should wacourage and how?

3. Where and how should the available resources be @ised

This paper isa precursor tomore detailedwork in the form of specific roadmapsand outline
development plas for key quantumtechnology thread. Theseare beinggeneratednow that the
Chicheley meeting has taken péacThe intended audienctor the final version of this report and
subsequentroadmap studies consiss of interested parties irindustry, MOD, BlSespeciallyTSB,
and otherGovernmentdepartments agenciesandacademics

Our vision is thaguantum technologies will become game changing differentiatordiérdefence
and security over a-80 year time sde, and that their development will become a mdillion
pound industry that will benefit the UK economy otlee same period

We begin by definingvhat we mean by quantum physic§ andthe principalemergingtechnologies
of interest. The technical defawill bekept shallowso that itcanbe understood by people whmay
have a light technical backgrouwd are perhaps noexperts in the field We will then discuss some
applications of those technologiasder the headings ofdefenceand security”, andindustrial,
personal and scientific".

For the sake of brevity we have avoided any detailed discussion ofa@mmlogy . Nanotechnology
does overlap strongly with quantum, bititis an extensive subject in its own right.

Then, wediscuss researcim the UK From this, wederive a technology strategwiming to deliver
value, economically as well sm defence and securitgapability byidentifying the themes that are
most likely to generate thgreatestimpact and economic benefit am "reasonable'timescalei.e. 5
15 years

We also address theon-technical (but crucially importaniysues associated with the development
and exploitationof these novel technologies.Resolvinghem is an essential part of delivering the
benefits andis at least as impdant as theR&D. The result is a framework in which to construct a

*The main arguments will not be lost by skipping the detailed reviews in section 4.
10
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meaningful programme with the highest probability of succeBsally, we summarise our
conclusions and make recommendations.

3. Overview of quantum technologies

3.1.Quantum physics
Quantumphysics can be succinctly described as physics that can't balmsbly classical laws such
as hermodynamics, Maxwell's equatiod electromagnetisnand Newton's lawsof motion. Most
of it derives from the fact that lightmatter and energyis quantisel, i.e. there is a smallest unit of
each, known as a "quantum". For example, the unit (i.e. quantum) of light is a photon, and its energy
depends onts wavelength.Objects also exhibit waviée behaviouy e.g. atoms and molecules can
diffract and exhibitinterference patternsWe are familiar with the concept of an atom being the
smallest unit of everyday matter, however, ensembles of atoms can exist as a continuous "matter
wave" at ultralow temperatures. Generally, these phenomena are referred to asvéwarticle
duality".

The fundamentalsof "quantum mechanics i.e. wave(or matrix)mechanicswas developed during

the 1920sand led to a deep understanding of such areas as nuclear phggiosic, molecular and
solid state physicsand the detailed interactions between light and mafteFhe central 60 years or

so of the 20th century gave rise to the area of quantum science often referred to as "quantum 1.0".
Just as classical physics underpinned the Industrial Revolution, so quatiysics (quantum 1.0)

has underpinned the PC, the information revolution, the internet and the World Wide Web

From the beginningt iwas widely recognised that there were paradoxes and effects arising from
guantum physics thaare counterintuitive. They could not be explainedh any familiar(classical)
framework exceptvia the mathematics used to describe quantum behavioline implications of
theseeffectshave gradually begun to be understood, and they have become the sougeeanfum
scienceoften referred to as "quantum 2.0". Some of these are, for example:

1 Quantum superpositiona fundamental form of ambiguityA micre or nanc scaleobject
can be in two or more places, assume more than one value of amgernal variable at
once It is oftenassumed that the effect fades rapidly with increasing size, as classical laws
take over although this has not beedefinitively proved. Superposition ceases almost
instantly when there has been any interaction with the environmexst that represents a
"measurement’ Superposition seems to biempossible to achieve witmacroscopic objects
such as chairs, tea cups ekdowever, experimentthat are demonstrating the effect usg
objects of increasing size are ongoing, with increasing sueadskeast up tothe ~100pm
scale. The exact nature of tfgansition" from the guantum to the classical regime, if there
isany general mechanisnmremains poorly understoodnd is a subject of great inter8st

®This subject is known as quantum electrodynamics (QED)
® See for exampléattp://www.sciencedaily.com/releases/2013/09/130909092835.htm
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1 Quantum entanglement. Widely separated objects (in time as well as in spacepssess
correlations beyond their intrinsi¢classical)ability to store informationin their internal
variables e.g. spin, polarisation efc measurement of one will defirtbe state of the other,
while it can be proved that no information has been exchanged and thattemal register
of "which way round they are(known as hidden variables) exgior to the measurement.

1 The quantum Zeno effect. Repedteneasurement oflte state of a quantunobject resets
its state. It is unlikely to evolve in the manner that it would had the measurements not been
made. This is roughly analogous to the notion that "a watched kettle never boligs.can
prevent an unstable system from daying. (There is also an "aZino effect”, which can be
observed under certain conditions where the probability of transition is increpsed

1 The vacuum is not empty. The contents have been referred to as a sea of activity, consisting
of all possible filels and their associated particles at a level below our ability to measure
them (i.e. the fundamental "uncertainty limit"). A certain level of experimental proof has
been obtained(for example the Casimir effecffhe uncertainty limitallows energy to be
"borrowed" for extremely small periods of time; this is necessary for many fundamental
interactions in particle physics to take place.

3.2.Quantum technology
The insights gained from the original advances in quantum theory ("quantum 1.0") have resulted in
manyof the technologies that are familiar to us today. Some of these are:

Nuclear energy

Solid state electronics (and hence integrated circuits)

Lasers

Digital cameras and other imaging devices such as some types of thermal.imager

=A =4 =4 =

However, although the handary betweenquantum 1.0 and 2.0s not sharp, we will emphasise
guantum 2.0 technologies, i.e. those that arise from our understanding of deeper manifestations of
the quantum world Most of theserely on the effects outlined in section 3.1.

4. Technology areas

4.1.Introduction
For convenience, we have divided thejor technologies into four groups categorised Bglue
addingapplications that correspond to the paradigms we have for classical systems. However, we
should recognise that many of the systertigt form these new technologieshare common
physical principleand are not fundamentallgeparable We have chosefin order of maturity)

9 Quantum clocks

1 Quantum communications

1 Quantumsensors

1 Quantum computingguantum simulatiorand quantum information processing
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We have also considered underpinning and enabling technoloigielsiding fabricationand solid
state and molecular topics where they are of particular economic significalmigue materials with
particular propertiesfabricated into hybrid structures on multiple length scaledl result innew
devices for researchdefence, securityand commerce within the next decadd@hat will pose
multiple challenges from materials science through to engineering.

A complete expddon of all quantum technologies and their applicatignespecially the
ramifications ofnanaechnology is beyond the scope of this paper and would be unnecessarily long.
However, we aim to cover key areasing suitable exampleand discuss general is=s} challenges
and applicationsWe also indicate UK strengths and weaknesses in each area.

4.2.Quantum timing and clocks

4.2.1. Introduction
The operating principles of atomic clocks lie in atomic physics and (mostly) make tise of
electromagnetic radiationthat electrons in atoms emidr absorbwhen they change energy levéls
Early atomic clocks are quantum 1.0 devices but the most recent developments are making use of
guantum 2.0 effects, howevegnd we would like to consider significant advances in pdicges of
atomic clocks. Early (microwave) atomic clocks made use of electronic transitions corresponding to
frequencies in the microwave region of the electromagnetic spectrum. More recent optical atomic
clocks use transitions associated with the optis@sible) part of the spectrum or even the UV (Ultra
Violet).

The central importance of precision timing has been increasingly acknowledged in recenfTyears.

Royal Academy of Engineering (RAE) has wéathatimany sectors ofoday'sindustrialised society

are Y2 ¢ GRI yISNBdzA T & (2 02N  ming kighklsi @y satellitésThe G
vulnerabilities could arise from active jamming devices or naturahpmena such as solar storms

Global navigation satellite systems (GN$% used in many sectors of the civilian economy;
examples include emergency services, shipping and air transport, railways, agriculture, data
networks and finanal systems. The RAE report estimatbdt around 7% of the UK economy is
dependent on GNSSyrthermore, the report anticipates that this proportion will grow rapidly in the

coming years. Ithe report on the potential effect of solar stosE (1 KS w! 9 NBO2YYSYyRZ
critical infrastructure and safegritical systems that require accurate GN8erived time and or

timing should be specified to operate with holdover technology for up to three.days¢t KS CA y I y OA
Times highlighted the publication of both RAE reports, illustrating the relevance to the UK business
community*® The availability of gecise timing to the military is also of immense importance.

A good introduction to atomic clockgtp://resource.npl.co.uk/docs/network&ime/meeting10/curtis.pdf
!on6 aDf2o6lf bl @AIALGA2Y {LI OS {&adsSyay NBtALyOS IyR &
2011.://www.raeng.org.uk/news/publicabns/list/reports/RAOE_Global Navigation Systems_Report.pdf
a9 EGNBYS &LI OS 6SIGKSNY AYLI OGa 2y Sy3aaySSNBR
Engineering, February 2013
http://www.raeng.org.uk/news/publications/list/reports/space_weather_full_report_final.pdf
10 http:/Avww. ft.com/cms/s/2/68d0eb1c48ee11eGaf8c00144feab49a. html#axzz2kXDonY 63
http://www.ft.com/cms/s/0/f30d9e54-7067-11e2ab31-00144feab49a.htmli?siteedition=uk#axzzPloa Y63

13

Q)¢

FinalVersion
14/02/2014
UNCONTROLLED
DSTL/PUB75620


http://resource.npl.co.uk/docs/networks/time/meeting10/curtis.pdf
http://www.raeng.org.uk/news/publications/list/reports/space_weather_full_report_final.pdf
http://www.ft.com/cms/s/2/68d0eb1c-48ee-11e0-af8c-00144feab49a.html#axzz2kXDonY63
file:///C:\Users\Jonathan2111\Downloads\AS_QTech_LandscapeSupplement.doc
file:///C:\Users\Jonathan2111\Downloads\AS_QTech_LandscapeSupplement.doc
file:///C:\Users\Jonathan2111\Downloads\AS_QTech_LandscapeSupplement.doc
file:///C:\Users\Jonathan2111\Downloads\AS_QTech_LandscapeSupplement.doc
http://www.ft.com/cms/s/0/f30d9e54-7067-11e2-ab31-00144feab49a.html?siteedition=uk#axzz2kXDonY63

UK UNCLASSIFIED

-100 -80 -60 -40 -20 0 20 40 60 80
EGM96 geoid heights in m.

Figure2 Map of the gravitational potential found at the Earth's surface

Atomic clocks are widely regarded to be precise and accurate. Precision relates to the rate of
"ticking" of the clock which is provided by the natural frequency of the electronic transitions in the
atoms usedHigher frequencies allow time to be divided into smaller urthsis optical clocks are

more precise (“"tick" more frequently) than microwagmcks. The accuracy of a clock is related to
systematic errors in its operation and the degree to which these errors can be successfully corrected.
These errors include factors due to atomic collisions, the Zeeman effect of magnetic fields,
interaction with black body radiation and the Doppler effect. All of these change the energies of
atomic states in small but quantifiable ways, the biggest effects usually being caused by magnetic
fields or black body radiation.

Finally, General Relativity causes Hedence in the flow of time (a height reduction of 1 mete

"sea level™ is approximatelyequivalent to a 18° change in frequency) which must be accounted

for at these levels of accuracyhe stability of a clock, its capability to deliver a frequenedgrence
unchanging over the specified time interval, is a measure of the tendency of a clock’s rate to vary,
perhaps because of a changing environment. The expression of accuracy as™lisralM&ry loose
measure which we will use for the purposetbis report. In practice, there are many factors to be
considered, such as jitter, long term accuracy and other measures of stability.

' Sea level is a very poor description of the gravitational field strength used to allow an intuitive
understanding here. The difference in clock rates depends on the difference in gravitational potential.
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4.2.2. Technology development and accuracy of atomic clocks
The idea of using atomic transitioms sodium and hydrogen atom® measure time was first
suggested byVilliam Thompson, laterord Kelvinand Peter Guthrien 1879before the Bohr model
of the atom had been proposed@he basic concepts were later developed during the 1930s and 40s
by Rabi resulting in the suggestioha practicamethodin 1945 His concept was to use hyperfthe
atomic transitions in thé**Cs atomat the microwave frequency of 9.1914 GHz. Howewee, first
atomic clockdemonstrated was aammonia maser device buitty Lyons and cworkersin 1949at
the U.S. National Bureau of Standards (NBS, now, NN&fional Institute of Standards and
Technology. It was less accurate thahe thenextant quartz clocks, but sergeto demonstrate the
concept.

The first Cs atomic clock with greater accuracy thajuartz device was built by Louis Essen in 1955
at the National Physical LaboratdiyPL)NPL has remained world leading ever since.

1E-09
. lodi tabilised HeN
1E-10 ] - ¢ lodine-stapiliise enNe
] e s soo o H
1E-11 4 Redefinition
2 of the second
C
‘T 1E-12 1 ¢ o Ca
® o H
O
= 1E-13 "'
© : Cs fountain Hg*Yb*C
S 1E-14 | g ey
&2 ) Sr
&) ] H.‘ % Yb
& 1E-15 | "o eTP
: ® Cs microwave Yb e o0 Sr
1E-16 | e Optical (absolute) Sr*  oYb
® Optical (systematic) Hg*e esSIr
1E-17 4 °
3 Al*
1E-18 , . I—
1950 1960 1970 1980 1990 2000 2010 2020
Year

Figure 3 Increase in accuracy of atomic clocks by year. Reproduced by kind permission of Boof&ll of the UK
National Physical Laboratory

The first commercial caesium standard clock became available in 1956 but it was the compact
Hewlett-Packard model 5060 which became widely adopted and developed into the current
Symmetricom Inc. clock. Typlly, this has an accuracy of 2 x'i@lthough the actual number
depends on specific options. Improvements in the accuracy of the caesium standard were
subsequently pursued by NBS/NIST in the form of the US NIST F1, although outclassed by the NPL
CsFZ. Increasing the Ramsey cavity length, improved vacuum, better state selection of atoms

2 Hyperfine (very narrow) energy level splitting is caused by the interaction of electrons in atoms and their
nuclei.
¥ NPL is the UK National Physical Laboratory and a world leader in accurate time and frequency standards.
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(ultimately by lasers rather than permanent magnets) and lower atomic temperatures contributed
to these improvements.

The atomic clocks currently used as standards aoenat fountain clock$. When these frequency
standards reach accuracies measured by parts ffi #8e limiting factors become fundamental in
nature. The accuracy of the US NFZTis near the fundamental limit for such devices, while NPL in
the UK aredeveloping a version that will improve stabitity

Reduction in size of atomic clocks incurs a performance penalty, illustratedgsemtitatively in
Figured, however size, weight and poweSWAPcan be critical factors, especially for some military
and aerospace applications. Accordingly there have been a number of programmes to develop
SWAP devices with as high performance as possible.

1 [ ] Existing microwave clocks ' ' ' ' '
1000 | [ Existing optical clocks La(i)s::) — !
[ | Microwave microclocks ? [ PR ]
— ¥ I ¥4
@ 100} [ ] Optical Microclocks? ]
% 0 T 89— Csclcks |
£ ‘ j Micro-trap
2 1} [ Crystal oscillators i -
g
¢v -
a
102} [ HCF Cs clock ] CsF: Cs fountain clock -
[ CSAC J HCF Cs: hollow core fibre clock
103L CSAC: Cs chip-scale atomic clock _
107 109 1011 1013 1015 1017 1019

Relative frequency accuracy / stability

Figure4 Clock performance as a function of device volume. Reproduced by kind peromsy Professor Gill of the UK
National Physical Laboratory. NB: Performance of optical clocks increases over microwave systems, but so does clock
complexity and hence developent time and cost

““For a simple explanation of theoperation seenttp://www.npl.co.uk/sciencetechnology/time
frequency/research/microwawrequencystandards/operatim-of-atomic-fountain

15 Seenttp://tf.boulder.nist.gov/general/pdf/2500.pdfand http://www.npl.co.uk/sciencetechnology/time
frequency/research/microwawfrequencystandards/rbfountain
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4.2.3. Coherent population trapping (CPT) clocks
Microwave clockausing passive, vapowell frequency references based on coherent population
trapping have enabled significant miniaturisation of cldtke/ithout CPT the minimum size of the
clock "physics package" is largely determined by the cavity in which microwargcagxcitation
takes place resulting in high power consumption and significant bulk.

In CPT clocks, a diode laser is modulated and the light passed through the atomic vapour, which acts
as an extremely sharp notch filter. A change in the transmissidheolight through the cell is used
to lock the modulation frequency to the atomic resonance.

The technology was originally devpémd by the US Army (see figusand has been commercialised
through a number of stages resulting in the commercially avail@lip Scale Atomic Clock (CSAC)
manufactured by Symmetricom Inthe caesium based SA 45s CSAC device uses a custorf VCSEL
modified from those commonly used in the telecoms industry to pump upeer level of the
hyperfine transition It has an initiahccuracy of ~ 5 x T6at shipment, weighs 35 g, has a volume of

16 cn?, andhas a power consumption < 120W The device has a warm up time of ~2 minutes

and an expected lifetime > 100,000 hours. With careful characterisation and environmentadlcontr
the accuracy achieved can approach ~1 itf.10

¢tKS GLKeaAaAoOa LI O1IF3Se F2NI I O
atom optical clock has been developed by AO Sense,
Inc (Sunnyvale CAjull details have not been released

-~ but it is known that it comprises & litre package
Photodiode which contains all lasers, a spectrometer and a
vacwm system consisting of pumps, strontium oven
source, Zeeman slower and magn&ptical trap.The
deviceis probalty not a lattice clockbut based on a
repeatedly interrogated freehgxpanding coldatom
cloud following Zeeman slowing and 2D MOT
containment It will therefore most likelyhave some
issues ofonger averaging timess didb L { ¢ Q& 2 NA 3 A\
cold calcium atom based on a similar arrangement.
Alternatively, it might just be a 3D MOT arrangement,
which will give good stability but limited accuracy on
account of the large ac Stark shifted alternative of

Figure5 The original CSAC as commissioned by~ trapping the atomsusing & Y | 3lasé drequencie$
DARPA via thelattice arrangement avoids this).

More recently, NPL in the UK has started work on an alternative miniaturised physics package. If
successful, this could be turned into a superior alternative to CSAC that would agneater
accuracy and stability due to an improved geometry, yielding a much better signal to noise ratio.

®For an explanation of CPT detép://tf.nist.gov/timefreg/ofm/smallclock/CPT _clocks.html
Y"VCSEL = Vertical Cavity Surface Emitting Laser
¥ These are frequencies where undesirable frequencies cancel, see later.
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4.2.4. Quantum logic and single ion clocks
An alternative approach to achieving greater accuracy has been the development of quantum logic
clocks using speaiscopy and "quantum logic" ions. The term "quantum logic clock” is used as it
exploits the same operation as atoms storing data in certain quantum information processing
devices. The accuracy obtained is competitive with atomic standards.

The first such lock was dveloped bythe NISTin the US and used closely positioned trapped
beryllium (logic) and aluminium (clock) ions to achieve an accuracy of 1'inciOa caesium
fountain clock which is accurate to ~ 3 in")0The "tick" of the clock is measut by precisely
tuning the centre frequency of the clock laser using a frequency tbrBbsequently, NIST have
developed a new version using a single aluminium ion resonating in thevidlet regiorf° that
achieves an accuracy of about 1 in1@his $ sufficient to demonstrate gravitational time dilation
for differences in height in the Earth's field of about 30 @epending on integration time)Also
under developmentis aportable aluminium optical clockThe aim is to accommodate the vacuum
and opical assembly on two 1.5 fhoptical breadboards, and the stabilised lasers (including -ultra
stable cavities) and instrumentation in a-fh rack mount.

Sandia National Laboratories (Albuquerque NM) is developing gdover, miniature®’*YH ion

clock under the DARPA Integrated Micro Primary Atomic Clock Technology (IMPACT) project. This
aims to deliver a clock of 5 émolume and 50 mW power consumption, with a stability of 2 X*10

per month. This is based on the 12.6 GHz microwave cl
transition. There is a good opportunity for NPL to develop a v¢
competitive microwave micralock capability in the short to
medium term, given their extensive experience with the cold
ion clock$' and using their ion chip trap technology. Prototype
can be tested quickly using the microwave arrangement in ft
linear blade traf?, and subsequently transferring to the chip trap
as they come on line.

Sussex (Hensinger) iworking on a new method to use
microwaves instead of lasers for entanglement generation a
cqmblnlng j[hIS tgchnology with ion chips. Such mtegrateFigureGTypical atom chip wafer
microwave ion chip technology may allow the development (courtesy of NPL)

portable entanglement based chip clocks

¥ An optical frequency comb is a series of equally spaced lines of known frequencies used as an optical ruler.
Unknown frequencies are determined by using a phd&tector to measure the beating of the unknown
frequency with the known comb frequencies. A wide frequency range is needed to ensure a large bandwidth
of the frequency combSeehttp://www.nist.gov/public_affairs/releases/frequency _combs.cfm
%% Seehttp://www.nist.gov/pml/div688/logicclock _020410.cfm
#'s. A. King, RA. Godun, S. A. Webster, H. S. Margolis, L. A. M. Johnson, K. Szymaniec, P. E. G. Baird and P.
Gill, "Absolute frequency measurement of ti8&,, ¢ R, electric octupole transition in a single ion BfYb'
with 10" fractional uncertainty New Journabf Physics14, 013045 (2012).
*Blade traps are described inttp://heart -c704.uibk.ac.at/publications/dissertation/brandstaetter_diss.pdf
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More broadly the UK are involved in development of similar types of catatilised lasers and
optical clocks for space within ESA contracts (NPL using ions, Birmingham and Strathclyde using
atoms). Volumetric footprint reduction and autmntrol functionalites that allow the clock systems

to run unaided are key objectives of the work.

Qubits and quantum logic gates based on siffflm+ and®Ca+ ions are being developed at Oxford
(and now represent the state of the art performance in fundaral quantum logi operations).
Theseare directly applicable to the quantum logic spectroscopy used in the most precise optical
clocks.

The UK has also developed welddding component technologies which are highly relevant to
these atom or ion based devices. Specifexamples of microfabricated components for atomic
systems include an ion microcHipan atom chip* and an array of integrated atoshoton
junctions®

4.2.5. Summary of current atomic clock performance
Table 1lists the frequency stability performance of microwave and optical atomic clock systems for
100-second averaging times, for primary clocks operated in national standards labs, commercial
fixed or portable clocks, and micabocks. Also included (in red)information for quantum systems
not yet realised as fullpperational clocks, with projected performance figures.

Note that stability over 100 seconds, rather than accuracy, is used to ease the comparison between
systems.

2 G. Wilpers, P. See, BAff YR ' ® D® {AyOftIIANE a! Y2y2fAldKA
FIONROFGSR @6AGK O2y@SyiGAzyl ASYAO02yRdzOG2NJ (S
(2012 nttp://dx.doi.org/10.1038/nnano.2012.126

4 C. C. Nshii, M. Vangeleyn, J. P. Cotter, P. F. Griffin, E. A. Hinds, C. N. Ironside, P. See, A. G. Sinclair,
9® wWAAA | yR | ®-pdtabned chijj/ad & Rrang solirce fdiNFEAd@BmMS for quantum
G§SOKy 2t 23ASaé¢> bl (dzNB Hod//gxRilcsDEKIG3 fnahcB13.47Y OHM O H AN
®ad Y2KYySys ad {dz002: tod Dd tSGNRGT wd ! @ bevYly.
atomcLIK2 12y 2dzy Ol A2y aé s b lntipdNdSi.ort/1K P0EBADkoDDI0.PSE 0 p O H AN
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Microwave clock stability Optical clock stability
H-maser Cs fountain  Hg*40 GHz  Yb* 642 THz Al* [Bet]  Sr429 THz
1.4 GHz 9.2 GHz 7-ion string Sr* 445 THz 1121 THz  Yb 518THz
single ion dual ion lattice
QLC
1014 2.1018 3.10-14 3.1018 3.1016 31017
N ~ 2000
Cs &Rb Rb6.8 GHz Yb* 126 GHz Ca*single ion  Al* [Ca+] Cold Sr
commercial atoms on ion cloud or In* [Yb+] 2D MOT
clocks magchip trap Hg* 40 GHz dual ion 6-litre
Buffer-gas QLc
cooled
10-12 6.10-14 1014 3.10-16 10-18
Cs CSAC Rb 6.8 GHz Yb* 12.6 GHz Micro-trap Micro-trap Micro-trap
atoms in opt Microtrap single ion / array (N ~ 10 ions
Cs HCF trap string dual ion QLC 100 ions) entangled
3.10M 3.1013 3:.101¢ 31017 3.1017
1011 projection projection projection projection
projection

Table 1Comparison of currenimicrowave and optical clock performance parameter€£SAC, chigcale atomic clock;
HCF, hollow core fibre clock; QLC, quantum logic clock; 2D MOT, 2 dimensional meagptétal trap; N, number of
atoms or ions. The 108econd stability data is chosen taéilitate ease of comparison between systems, and to indicate
performance in the short term (minutes to hours) window relevant to micabock operation. Note these are stability
data, not accuracie3 Reproduced by kind permission of Professor Gill of ti& National Physical Laboratory

4.2.6. Atom chip and lattice clocks
The first low temperature (micro Kelvin) atom traps were reported in 1987 when’~sddlum
atoms were optically trapped for ~ 2 minutes at densities exceedintch®® and a temperature of
0.4K, although the set up was large, complex and required significant power.

During the last decade, the technology has advanced quickly through step changes in cooling,
trapping and fabrication technigues. Systems can now be realised as miniature deado@sng

little power and no infrastructure, since the vapour cells and cooling lasers could be integrated into a
chip. The main obstacles to miniaturisation have been the development of effective, integrated,
magnetooptical traps (MOTs) and loading ateinmto the traps.

"Atom chip" clocks are being investigated by some workawhere current carrying wires on the
chip are used to create the magnetic fields that trap a cloud of gitid atoms above the surface.

2 E.g. SYRTE, da#p://syrte.obspm.fr/tfc/h puce_en.php
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Optical lattice clocks use the transition§ ultra-cold (~100 nK) atoms held in a lattice formed by
intersecting laser beams. These are eventually expected to achieve accuracies of®oimbefter,
sufficient to measure gravitational potential to the centimetre level at the Earth's surfacklay
this year, an optical lattice clock using trapped ytterbium ions was rep@rteith a stability of 1 in
1.6 X 10°

4.2.7. Quantum clock synchronisation
Synchronisation of two separated clocks is important for many practical applications, such as the
globd positioning system (GPS) and very large base interferometry (VLBI). Conventionally, the
synchronisation is performed by transmitting timing signals between the clocks. If compensation for
special and general relativistic effects is implemented properhd corrections for atmospheric
disturbance made, then the accuracy of the synchronisation process is limited by the uncertainty in
the timing signal. Ultimately, the best result achievable is limited by the signal to noise ratio (SNR).
Given adequate resoces, sources of systematic noise can be eliminated so that the fundamental
constraint is the shot noise limit (SNL) imposed by the charge on single electrons. In principle,
specially prepared quantum states can reduce the effective noise below the $iehiifficulties
of preparing such states are significant.

Care is required when synchronising clocks of extreme accuracy. The effects of general (and special)
relativity imply that our attempts to impose a Newtonian lattice on spacetime are no londiel, va

e.g. similar clocks at different points on the Earth's surface will run at different rates, and
simultaneity will be a function of differing inertial (or Rindler) frames.

4.2.8. lIssues and challenges
The key challenge is to realise a progressive developimesccuracy, combined with a reduction of
size, weight, power and cost. Ideally, there will be a number of "disruptive" advances set against a
background of continuous improvement. Concurrently, a number of challenging technical issues will
become increaingly important to address. These include susceptibility to stray magnetic or electric
fields, vibration, shock and temperature. And it is not only the ultimate precision that counts as
improvement, but also the length of time taken to make a measurement.

An important question is where is there a need for more precise clocks than cureargilable.
Space navigation, imaging and communications are likely commercial drivers. In the short term, the
strongest driver for clocks of extreme accuracy, due tdrthelk and fragility, almost certainly will

be demand for increased precision in scientific measurements. Apart from metrology, this will
benefit high energy particle physics, astrophysics and extreme tests of relativity, fundamental
constants and the beviour of fields and forces.

The ultimate aim will be not just clocks with unprecedented accuracy. It will be the ability to use
atom chip or other micro scale trap technology to produce miniature devices which are cheap and
simple to use, integrated int@aurrent systems, thereby producing step changes in sensing, data

processing and communication capabilities.

2 Seehttp://arxiv.org/pdf/1305.5869v1.pdf
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Timing is a safety critical as well as a commercial iS&le2have already mentionettlangerous”
overreliance of global navigation satellite systems (GN88)eading or missing signals could result

in vehicle or shipping accidents, goods stolen from consignments that can no longer be tracked, or
misrepresented financial transactionsm8ll, cheap and highly accurate clocks would mitigate
against many of the problems by enabling rapiehogjuisition of signals and the ability to keep time

to an accuracy of a microsecond or less for hours or days.

Foreign technology may become export catied. An indigenous capability is essential; UK has
strengths in crucial relevant areas i.e. atomic fountains, trapped ions and neutral atoms. Meanwhile
DSTL, witiNPL, is supporting investigation of a CSAC alternative, and with Birmingham University
exploring the technology required to build a miniature, low power lattice clock with an accuracy
comparable with much larger frequency standards.

4.2.9. Synopsis
The field of quantum clocks (and atomic clocks) is advancing rapidly as they are becoming
progressivelysmaller, cheaper, more robust and more power efficient. This is gradually raising the
performance and utility of practical devices that can be incorporated into systems. Due to the
extensive expertise present in the UK we can expect significant capaitityeconomic benefits
given a sufficient level of investment and support.

New generations of clocks are becoming so accurate that they will allow one to measure relativistic
effects in a lab environment instead of sending them up on a rocket. Sensiitedéspecial and
general relativity will become possible.

In the short term the UK is well positioned to develop and commercialize gpdover, lowcost,
miniature precise timing device to provide GPS holdover for ~10 days (this would be a leading
international solution, and not subject to US export controls). A solution might be based on the NPL
hollow-core fibre clock if initial tests are encouraging (in ~1 year timescale and a posdiblead
development phase fothe technology toreachTRL8) The necessary(subsystem and component)
technology capabilitiedeveloped as part of such a programme woulddlevant acrossnost of the

range of quantum teahologies and benefit the wider UK communillyis planned thatn February

2014 NPL and TSB will benging together several likely players as part of Knowledge Transfer
Network (KTN)on precision timing, followed on 15th May 2014 by an MoD/NPL showcase to
Governmentmedia of some future ideas.

In the longer term precision timing technologies will enl@bother applications based on quantum
technology such as quantum sensing and quantum information processing. National investment in
NPL's Advanced Metrology Laboratory, accessible to industryaeademia, will serve as a useful
way to accelerate progresbuild translational capability and help to equip the UK with skills it needs
to lead internationally in quantum 2.0 technologies.
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4.3.Quantum communications

4.3.1. Introduction
There are two aspects of quantum communications. The first is the use of quantum tegilasolo
provide secure transmission of classical information ("1"s and "0"s). This is generally seen as one of
the possible means to provide cryptography that would be robust to attack by a quantum computer
which was able to solve discrete logarithms ands factorise large birimes®. The second aspect is
the transmission ofjuantum information, typically as part of a distributed quantum information
processing system. From a systems point of view the two concepts overlap.

4.3.2. Secure transmission of classical information
Quantum technologies provide an elegant means to exchange information in a secure manner and
this has been demonstrated for the exchange of cryptographic keys. The first Quantum Key
Distribution(QKD) scheme was described by Bennett and Brdss 1984 and is known as the BB84
protocol. It was originally described, and later implemented, using photon polarisation states to
generate a key to facilitate transmission of classical information over a public "channel", usually
fibre or free spaceg(Parameters other than polarisation could in principle be used).

This was developed over the late 1990s and early 2000s, and now BB84 systems may be bought as
commercial products. The principal challenges have been range, bit rate and (in free spa@)twash
from photons in the environment, although performance has steadily been improving. Recently,
ranges of hundreds of kilometres have been achieved including key exchange with aircraft. UK
expertise is well represented e.g. at Bristol University.

Severalcompanies offer off the shelf QKD systems, including Toshiba, ID Quantique, MagiQ
Technologies, Quintessence Labs and SeQureNet. Other large companies have active research
programmes.

4.3.3. QKD "2.0"
The E91 protocol was described by Artur Ekert in 1991. thé&ye uses entangled pairs of photons
Tests known as "Bell tests" may Iperformedto be sure that the link is not compromised in any
way. This technology is not as well established as the BB84 protddoivever there are senses in
which E91 can be madsronger. This is known as "device independent G%Bhich is claimed to
be robust against noise or even adversarial preparation.

4.3.4. QKD networks
Several quantum key distribution networks have been trialled in the US (BAR®&nna, Tokyo
and Geneva. Thehallenge for this technology is switching or channelling the light through nodes
and switchedn the system. This must be achievedsinch a way that the carriers (photons) on the

8 Biprimes are numbers resulting from the multiplication of two (typically large) prime numbers and an
important element of the security of many current cryptographic systems.

®This is a abbreviated description. A survey of QKD protocols and applications can be found at:
http://www.ma.rhul.ac.uk/static/techrep/2011/RHUMA-2011-05.pdf

¥ See for examplattp://arxiv.org/pdf/1210.1810v2.pdf

¥ DARPA = Defense Advanced Research Projects Agency
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route are not compromised in the sense that the node has to become sgcereinformation
exchange between the photons andhe environment must not take placeYhis technologyis
graduallybecoring mature.

A quantum repeate(to avoid signal fade in the form ekcessive photon loss) is more of a challenge
as the photon needso be absorbed and then remitted without its state being measured, or
"read". Such a technology would rely on the quantum Zeno effect to "reset" the photon loss
probability at each repeater.

Although demanding some earlynetworks have been demonstratece.g. the "no trusted relay"
quantum network in Beijing.

Such systems could in principle be used to transgaentuminformation. In that casdé is essential

that the information carrierare kept from interacting with their environment throughoall stages

of the link. There are potential applications of such systems across the quantum programme and we
expect that many remain to be discovered.

4.3.5. Quantum information transmission and teleportation
The field of quantum networks is developing rapidly with many innovations being produced. For
example,as mentioned in &, quantum computers might be realised by connecting many small
groups of qubits together using a reliable network. This could helpgaté the problem of
scalability, or enable other functions such as secure remote or "cloud" computing.

Photon with There are systems level developments as well, at
quantum state |0) . . . ..
. varying levels of maturity. For example, precise timing
D, could allow quantum and classical communicasido
@ coexist on the samecarrier. Eventually, quantum
Two bits relays using solid state systems will be possible.

EPR pair < \\{cassical channel)
e \ Quantum teleportation is a method of transporting a
guantumstate from one location to another without it
being transmitted through the intervening space (or
’;hownwim being copied). To achieve this, one member of an
quantum state [¢)| entangled pair plus two classical bits (i.e. standard "1"s

time o or "0"s) need to be transmitted between the two

locations. "Entanglement” can be swapped between
pairs in an approximately similar manner, and also
"gates" may be projeed from one dcation to another, see figure.

Figure7 Quantum teleportation flow diagram

Teleportation is intuitivelya surprising phenomenon, although it is not the same degertation
described in science fictioMote that teleportation doesiot apply to the transfer of matter, energy
or classical information; onlguantum information is teleported,and the transmission of classical

%2 See https://sites.google.com/site/quantinfo/research/quanturoryptographygroup for more
information.
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bits via a conventionatommunications cannel constrained by the speed of lighs required to
make the process work.

It is possible to entangle two separate objects remotely. This could have applications in computing
or sensing’.

A complete understanding of how teleportation may be used tecnnological sense has not yet
been achieved, although it has been proposed as a basis for teleportation based networking and
computing”.

4.3.6. Quantum random number generators (RNGS)
Truly randomand completely unpredictabldit streams need to possess maximualgorithmic
entropy’®, that means that they need to pasd tests for randomness. Quantum mechanics allows
the generation of truly random numbetssing techniques such as (for example) the measurement of
entangled particles, or broadband measurements of the vacuum field contained in the RF sidebands
of a singlemode laser. The build quality of commercial quantum RNGs is considered to be poor.

A QKDsystem automatically incorporates random number generation. There are, however, many
other commercial uses for truly random numbers. These include:

Gambling

Hashing codes
Simulation

Stochastic processing

= =4 =4 =

4.3.7. lIssues and challenges
The issue of whether quanturkey distribution is perfectly secure in practice has been debated
extensively. Mospotential problems seem to arise from engineering imperfections.

However, quantum key distribution is a 30 year old technology and there are a number of reasons
why it hasnot become commonplace:

1 There are practical limitations. To date, the transmission range (although having vastly
improved is still limited to ~ 18km. BB84 is fundamentally a poita-point system and does
not integrate well with the internet and its undiging packet based protocols.

91 Itis a physical technology and requires expensive, special purpose hardware. This makes it
unsuitable for cheap commodity mobile and embedded (RFID) devices. Hardware will
degrade over time and is relatively complicated t@rgue.

% Seehttp:/phys.org/news/201105-matter-matter-entanglementdistance. htn for example; this has more
recently been demonstrated between nitrogen vacancy centres in diamond.

% See for exampléttp://www.ncbi.nlm.nih.gov/pubmed/15697787

% Algorithmic entropy, or Kolmogow complexity, is measured by the minimum computer program length
required to generate a binary string. When the length of the program has to be as long as the string the
algorithmic complexity is at a maximum. Although most possible long strings are allgxiandom, most of
those can't be generated classically by conventional computers. It has been proved impossible to write a
general program that measures algorithmic entropy.
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1 QKD only addresses part of the security problem space. For example authentication and
integrity are not covered; they would requirat least a long term quantum memory
preferably at room temperatur®.

1 There is nothing fundamentally wrong witlurrent encryption solutions. New algorithms
based upon cryptographic primitives that are not efficiently breakable using quantum
computers are being developed and these may provide a more cost effective solution than
guantum technologies for upgrading rcent networks and systems. Also, to provide
confidence that any proposed quantum solution does not have a major, unrecognised,
@dzt ySNI oAt AGE G2 WAARS OKIFyySt [aGdlrOo1Q éAfft
security architectures and poteial forms of system attack.

However, the UK has delivered world class research addressing some of these practical problems.
Toshiba has worked on moving implementation on dedicated dark fibre to commercial leased
systems. Bristol has been working on minr&ing QKD for handheld devices. Lancaster has been
working ondevelopingpractical relays, multiplexinguantum signals with classical (using precise
timing) and even further miniaturisation, eventually for embedded RFID devices.

Challenges for QKD netvks:

9 Faster, smaller, cheaper

0 Better components and hardware
Improved understanding of vulnerability to sidbannel attack
Implementationof security and standards
Integration into standard telecom networks
New quantum protocol development
Applications egineering

o Fibre networks

0 Mobile phone

o Other mobile devices
1 Need to identify early adopters in UK

= =4 =4 4 =4

Challenges for quantum internet (based on distributed entanglement):

Quantum sourcespure single photons. entangled states
Efficient quantum detectors

Quantum memory (sufficiently long term)

Network architectures

Protocols and applications

= =4 =4 4 =4

% The latest reported record is 39 minutb#p://www.bbc.co.uk/news/sciencesnvironment24934786
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Figure8 Evolution of quantum communications

As a relatively mature technologhere is an issue of interoperability and standardisation. Well
written standards would ensure minimum acceptable levels for functionality and build quality, and
would stimulate the market and encourage competition.

The establishment of a ubiquitous network for quantum information is a significant challenge. It
seems much more likely that such systems might be adopted for bespoke applications for customers
such as the financial markets or defence, rather than for laigy volume public access networks,

see Figure.

4.3.8. Synopsis
Secure point to point transfer of quantum keys is now a commercial commodity, although
improvements need to be made to enable communications via satellites or complex networks. There
are many compttors, both industrial and research, that are working to make the necessary
improvements.

However, special purpose hardware is required and the quantum systems only address one aspect of
the security issue. The technology could possibly be overtaken bgaled postquantum
cryptography which would consist of cryptographic primitives that are not efficiently breakable using
guantum computers. To understand better the comparative advantage of quantum technology will
require research focussed upon the systessues rather than the fundamental technologies.

There isan opportunity for the UKo contribute to this market, possibly at the component level (e.g.
repeaters) or the systems level (insertion of quantunarmiels into existing carriers) or as miniature
integrated photonic devices.

Note that the transmission ofuantum information will form an essential ingredient of other
guantum technologies.

4.4.Quantum sensors

Sensors are of crucial importance for military and security applicati®essorsalsorepresen an
important economic activity. By several measures, UK punches above its weight and s &
the world market (estimated at $490 billioin 2013) in sensor componengd sensor systems.
Growth in the sensors market appears to have been unaffebiethe worldwide recession aritlis
increasingat 8 - 11% per year. The most important markets by sensor type are biosensors, flow
sensors, pressure sensors, temperature sensors, imaging sensors, position and displacement
sensors, level sensors, accelersrs, motion sensors, magnetic sensors and gas sensors.
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Quantum sensors can offer a step change in sensitivity or accuwsagygtimes of many orders of
magnitude or evenalternative modalities not accessible to classical devigemble comparing the
demonstrated and potential performance bhasicquantum sensors with their classical counterparts

is shown below.

Sensor Type Best classical Quantum demonstrated | Quantum potential | Comments
Gravity 15 ngal/Hz" 4.2 myal/Hz"*[2] < 1fgalHz"* [4] is a commercial
(FG5Xfalling <100 mal/Hz"? (10m device
corner cube [1] fountain, inferred)[3]
1 ngal/Hz"? [4]
Rotation 7.8 pad/s/HZ™ | 600 pad/s/HZ" [6] Sprad/s/Hz "> [7] | Best classical being
[5] a unpractically large
area ring laser gyro
Magnetic Field 200 aTHZ "> [§] <10 aTHZ* Size is important,
160 aT/HZ" [9] seefigure 14
MW magnetic 77 pT/ HZ%in 20mm™® Size is important
field [10] Norrinvasive
MW electric 1mVicm/Hz”? | 30mviem/HZ [11] 100nV/cm [11]
field sensors [11] (timescale unclear)
Phonons >10% W/HZ " 10° W/HZ"? [12] 107 W/HZ'” [13]
Short range [14] see graph, Appendiy a~10at 1nm [15] | Mostly fundamental
gravitational a~10at 1nm [15] research so far; size
acceleration is important

Table 2 Comparison of the performance of quantum sensors with their classical counterparts (courtesy of Prof. Kai Bongs
Birmingham)

The references in thtable are too numerous to list as footnotes siwey have been attached to this
document as an appelxiwhich also includes additional information.

4.4.1. Inertial and gravitational
There are many varietigand variations) proposedJnlike their optical counterparts, many of these
sensors arealso directly sensitive to electric and magnetic fiel®&ich characteristics could be
useful, or a nuisance, depending on the applicat®ome of these rely on "atom chip" technology,
streams of ultrdow temperature atons, or coherentcondensate¥ (Bose Einstein Condensates
(BEQ of such atom¥producing atoms whiclgan be guided along paths on the surface of a "chip".
World class research on interferometers using BECs is taking place at Strathclyde, Imperial and
Oxford.

We illustrate some exampldselow:

% Loosely speaking, BECs are ensembles of atoms that are so cold that they have coalesced into a single
guantum object. They are not essential for interferometry; strsaof single atoms may be used provided that
their wavelength is sufficiently long.
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4.4.1.1. Enhanced Sagnac effect ring gyros
TheSagnac effeélis a rotational effect initially discovered in optics. It consists of accumulation of
phase shift between two similar countpropagatinglight waves around the same closed loop and
this forms a rotational reference framé is not a relatiistic effect.

An increase in precision of (potentially) orders of magnitude may be achieved by replacing the laser
by a gas of atoms in the ring to be used as the gain medium. The refractive index of certain species
may be controlled externally, and, Hisindexcan beappropriately manipulatedsignificantly more
wavelengths can be enclosed in the ring. This will lead to a greatly enhanced phase shift when the
ring is rotatedandin turnthis will lead togreater sensitivity

4.41.2. Sagnacmatter wave interfer ometer

The Sagnac effecapplies equally to matter wavesiowever, the relative sensitivitio phase of
matter waves is of the order of bgreater than in optical systemsn principle, sensors could be
realised that would be able to measure rotatiomdfects down to the level of the effects of general
relativity in the local environment, or
tidal effects caused by the moon and
even (potentially) the planetg\ number
of variations of the principles involved
have been proposed, such as two
component BEs and superpositions of
rotation states.Durham, Cambridge and
Leeds are studying this phenomenon.

Source (atom laser)

Detectors

A specific example is as followa atom
laser is a device thatproduces a
coherent matter wave, akin to the
continuous wave emitted by an optical
laser. The principle differenseare that the atoms cannofeasily)be created and destroyed; they
need to be obtained from a reservoir of Bose Condensafmpulation invesion is not required

Figure9 Concept of Sagnac type matter wave interferometer

An atom laser gain element needs to emit coherent matter waves into two directions of a wave
guide formed into a micrdabricated ring resonator. A directional coupler allows differential
detection of the atoms in the two arms usimgiantum state manipulatiorvia an analogy with a
heterodyne detectoi(seefigure 9 the gain mechanism i.e. atom laser is shown in BiuEstimated
sensitivity for this configuration is+0° improvement over state of the afthis will be dependent on
several parameters such as atomic flirom the atom lasex. All of thecomponentshave been
demonstrated in the lab, the requirement is now for thgstemto be realisedGroups at Strathclyde

and Nottingham are working on guided wave ring interferometers.

% Seehttp:/en.wikipedia.org/wiki/Sagnac_effect
¥A description of such a device may be foundtip://www.dtic.mil/dtic/tr/fulltext/u2/a424482.pdf
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4.4.1.3. Mach-Zender and Michelson BEC interferometers
Matter wave analogies of optical counterparts to Magéndef® and Michelsori* interferometers
are beginning to be realised@he key component is the analogy of thalf silvered mirror used in
optics, this may bemplemented as a semi - reflective potential barrier or an appropriately
configured micregrating.NPL are performing some work on this technology.

The basic layout of a Magtender inerferometer is
shown in figure 10 Changes in the relative patf

lengths or unequal phase shiftswill result in _ 1
changes in the ratio of outputs from thd "% > 2
recombiner. | Recombiner

Thesedevicesmay be used to maka wide variety
of precision measurements andhave been A A
demonstrated to surpass classical sensors
sensitivty to gravitational and inertial effects.
Useful parameters to measure, depending - ; 3
application, are rotation,  gravitational field Beam Spliteer
strength andgravitational field gradient. There is iy re10 Layout of basic Macizender interferometer
possibility in the ~10 - 15 year timescale of

demonstrating a gravitational "imager", sensitive to small variations of the local field with the ability
to detect a local "density map" of energy and matter.

Mirror

These sensors and their applications in gramitggingand navigatiorare under investigation in the
Midlands Ultracold Atom Research Centre partnership between Birmingham University and
Nottingham University

It is also possible to use quantum superpiogsis of momentum eigenstates to measure projectile
body acceleratiorg a time based rather than space based approach. This method is currently under
study at Aberdeen University as part of an MoD funded Afgémch PhD.

4.4.1.4. Atomic single ion clocks
As clockdecome more accurate, they become more useful for sensing gravtty the long term
goalof a comprehensive system formiagyravity"imager". They offer the only sensor technology to
measuredirectly the gravitational potential, i.e. the height abovket Earth geoid, complementing
the above sensors.

Single iorand optical lattice clocksf sufficient accuracy, and with appropriate integration time, may
be used to detecdifferences ingravitational potential, or, as an ensemble, field strength, gradien
or higher order derivativesThe particular mix of sensors that should be used to achieve the best
performance will be discovered by future R&D.

*0 Seehttp://arxiv.org/pdf/1303.1030v3.pdf
* See for examplehttp://arxiv.org/ftp/cond -mat/papers/0407/0407689.pdf

30
FinalVersion
14/02/2014
UNCONTROLLED
DSTL/PUB75620


http://arxiv.org/pdf/1303.1030v3.pdf
http://arxiv.org/ftp/cond-mat/papers/0407/0407689.pdf

UK UNCLASSIFIED

4.4.1.5. Optical lattice
An optical lattice is a lattice of trapped "cold atoms" which can be implemented in 1, 2 or 3
dimensional arrays and held in place by a set of interfering optical beams. There are immense
technical challenges involved, not the least being the ideal of placing a single atom in every lattice
positionto achieve the ideal performance and charactecstThere are many sensing applications
of this configuation. For example, a "Wanni&tark ladder" may be configured to measure
gravitational fields and theharacteristicof short range effects such as Casimir or Van Der Waals
forces. Potentially, tbse systems could also be used to measure gravitational and inertial
parameters used for navigation and orientatjalso with unprecedented sensitivity.

4.4.2. Quantum enhanced imagers

442.1. LIDAR (LADAR) laser "radar" sensors
LIDAKs are well knownclassical sensors that can image terrain (and smaller scenes) to great
accuracy, typically centimetres or millimetres. They work by scanning a beam rapidly over a defined
area and measuring the return signal strengthd timing There are many variants tfie system
implemented classically.

Quantum techniques may be used to improve the performance. The families of such improved
sensors fall into the following categories:

f  Type 1:All non classical lightis propagated to the target.

1 Type2: Classical ligf is propagated to the target, non classical light is used in the receiver

1 Type 3:Some non classical light is propagated to the target and some is retained in the
receiver.

Extensive theoretical and proof of principle work has been done on the subject by Harris Corporation

Figurell Simulaton of LIDAR quantum enhancement (AFRL US) showing theoretical improvement in resolution

*2 Erom Light and Radar, LADAR from Laser and Radar in the US
*“Non-classical light in this sense implies that entangled photons are used. It cannot be described by classical
electromagnetism.
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at the behest of DARPA The systems are complicated. An angukdt improvement of X 10 could
be achieved using a "quantum image enhancard by applying yet more sophisticated techniques
a 200 fold improvement in voxel.€. three dmensional pixg§ldensity might be achievedFurther
proof of principleexercises haaz’been demonstrated by MITSimulated results are shown figure
11.

Time Correlated Single Photon Sampling (T ®R{Dg investigated at HeriWatt University, uses
a single photon laser source and very accurate timing to scan objects in aidemtdy them at
distances up to Em. Currently they are looking at how thimight transferto the underwater
environment.

4.4.2.2. Quantum ghost imaging
Ghost imagindtypically)allows a higkresolution camerglus a seconghhoton detectorto produce
an image of an object thas out of the line of sight of the sensdrhecamerarecords photons from
the source and the photon detector records photons scatteredmyobject An image idormed
computationallyfrom correlations between photons arriving
at the two sensors Ghost imaging was originall
demonstrated as a quantum effect involving angled
photons although later it was shown to be possible usi
only clasgal correlations. Subsequently, the use of no
classical light was shown to improve the performance (i
resolution enhancementand extend the scop®f such a
sensor.More recently, there has been some debate as
whether quantum discord is involved the formation of a
pseudothermal ghost imade

Since mgle pixel detectors may be usetthere ispotential
for using wavebandgvia different wavelengthsjvhere no
detector arrays are available.

Figurel2 Typical ghost image (US

A series of studies have been sponsored by DARBIfoudh as far as we know none of these went
forward as a full development programm¥irtual ghost imaging using Bessel beams has been
demonstrated by ARIUS Army Research Lalis) show that light can reach a target through
obscurant§’. Generally, the qualitpf the images to date hamainlybeen poor see figure 2 There

are a number of variations, such as computational ghost imaging, and compressive ghost imaging.

* SeeAFRERFRSTR2009-208 Final Technical RepotfQuantum Sensors Programme&ugust 200%or a full
exposition.

*® Seehttp://www.nature.com/srep/2013/130515/srep01849/full/srep01849.htnfibr part of the debate and
some useful references.

*® SeeDARPA Quantum Sensors Worksiamust 2728 2008for a series of papers in Session Ill on "Type 3"
guantum sensors.

*" http://www.arl.army. mil/www/?article=943
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Recently work at University of Glasgow has been repdit¢Miles Padgett and teamvith
significant increases imagequality.

4.4.2.3. Quantum secured imaging
Techniques similar to QKiiave been proposetb secure reflected image data against an attack in
which the returned photons have been intercepted and modified in order to present false
information®. Polarised photons are sent to the target and any attempt to modify the reflection
causesa change irthe quantum state of the photonsiepicted by a change in the false colour of the
"spoof" imagemade up from four linear polarisation states

4.4.2.4. Quantum Zeno sensors (non interactive sensing)
The quantum Zeno effect is an effect whereby a quantum systerh,ugity high probability, fails to
evolve if frequent, repeated measurements of its state are made. That &aube@ quantum system
becomes (is projected on }Yoan eigenstat® when measured If the measurements are made
sufficiently fequently, the probabity of the systenbeing measuredemainingin the original state
can be made arbitrarily close to 1.

In 1996 Scientific American published an artfotkescribing how a sensor could be built that would
image an object with, in principle, a vanishingly dmaimber of photongmpinging on the subject
Theoretically, this would permit "stealth imaging", mon-destructiveimaging of a system where the
radiation would be damaging to the subject (such as deep UV imaging of a living cell).

We can find little pratical work that has been done in this area sfic&he main problem is that the
object to be observed needs to be placed in the arm of an interferometer. The Zeno effect has since
been considered as an ingredient for other technologies (e.g. stabilisafignantum gatesor for
guantum repeaterk Possibly, nofinteractive imaging could be achieved at long range using long
(radioor microwave wavelengths.

4.4.2.5. Optical nano -probes
Advances in nanotechnology to confine light to sudvelength spatiatlistributions, together with
efficient quantum based sources and detectors (particularly ab3mm), would allow biochemical
fingerprints to be obtained at the cellular or sgbllular level. To achieve such a level of detail using
conventional optics wald require the use of very short wave (damaging) radiation and would not
yield the spectral data needed for analysis of lipids, amides, proteins etc. Ultimately, in the long term
(1520 years)we could expect imaging to be achieved at the-saltular levelin viva

Deeper understanding of functions at a cellular level casdntuallylead to biemimetic sensors
(not necessarily quantumjhat would deliver high sensitivity detectors for proteins and other

“8"EpPRbased ghost imaging using a singleoton-sensitive camera” Aspden et al, New J PHy973032
(2013) preprinthttp://arxiv.org/pdf/1212.5059v2.pdf

9 See for exampléttp:/arxiv.org/pdf/1212.2605v1.pdf

*%j.e. a fundamental, measurable state with exactly defined characteristics

*L"Quantum seeing in the Darldy PauKwiat, Harald Weinfurter and Anton Zeiling&ciAm November 1996.
*2For one example see "Quantum Zeno Tomography" Facchi et al, Phy$8e¥2110 (2002)
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chemicals.This could lead to new medical treatmts. (We also need to be aware that such
knowledge could have implications, benign or otherwise, for security.)

4.4.3. Electromagnetic sensors
Most quantum sensors of electric, magnetic and electromagnetic fields have well established

classical counterparts. Sonoé these are very sensitive. There are also established sensors that use
"gquantum 1.0" phenomena, such as the single photon avalanche detector (SPAd3g are of
interest to us, as they are developing rapidly and we feel they will have potential fencefand
security applications.

Rydberg atonTs are the best sensors of microwave and terahertz fielflse team at Durham is
planning to deliver microwave and THz sensors using cell technology similar t&; @&iaCould
reach commercial viability withithe next 5 years.

4.4.3.1. Electric field sensors
Electric field sensors using quantum effects could be made to be orders of magnitude more sensitive
than their classical counterparts. Sensing objects through walls etc. or sensing neural or cardiac
activity are poential applications see figue 13 However, the system as a whole needs to be
considered; a highly sensitive sensor will also be more sensitive to noise and interference. The
preference would be for sensors operating at room temperature. There are sepetahtial
physical configurations for such sensors, these include:

1 Diamond impurity: a single NV centre has
been used to measure extremely small electric
fields less than a microfiom the detector. Ability
to change between electric and magnetic field
sersitivity has been demonstrated.

1 A arbon nanotubeusing a single electron
transistor (SET) fabricated as thin epitaxial layers. A
steep response to changes in electric field may be
achieved byshuttling currents viaons trapped in
the nanotube. The trappingéds to a phenomenon
TP il known as fuantum confinemet! (permitting
Figure13 Concept of using a sensor (o detect “den OP€ration at room temperature) and measurement
in the Earth’s native electric field Such dielectri via double dot tunnelling. Multiple devices could
effects can be used fo detect a uman body a i, nan the |ocal electric fieldo reveal details, or
distance of several meters, oftethrough walls o g !
ceilings distributions of objects via their dielddc

properties

Many configurations for measuring electric fields are shared with magnetic field sensors.

*3Rydberg atoms have at least one electron in a very "high" orbit without being ionised. They have a number
of interesting properties including an increased response to electric and magnetic fields.
*CSAC = Chip Scale Atomic Cégckit
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4.4.3.2. Magnetic field sensors
The conventionalquantum 1.0) magnetic sensor demonstting the highest sensitivity was for
decades the superconductingquantum interference device (SQUIDThis requirescryogenic
temperatures to operate and the devices can be difficult to set up. Theremangy alternative
realisations of quantum magnetic sensavffering superior performance over a range of length
scalessome examples are outlined below:

f Nitrogen VacancyNV) centres in diamond (+entangled centres) nitrogen vacancy (NV)
centres are very sensitive to magnetic fieldgthe smallest scale, i.e. subicrometer. These
may be remotely entangled to provideegter sensitivity (a naive analogy is the Wheatstone
Bridge). NV centres are not the only sensitive impuritieg can be embedded in diamond
as an impurity however, they are the most widely studiefihere are several centres of
activity in the UK.
9 BoseEinstein condensates offer the highest sensitivity at the micrometer scale and allow
the simultaneous capture of ondimensional field maps.Trapped Bosé&instein
condensates uniquely combinengle micron resolution with pHz%° sensitivity while
acquring large fieldof-view (100s of micron) singkhot images in less than a millisecond
This type of sensor is under study at the University of Nottingham.
Magnetic field sensing beyond the standard quantum limit usl@ON® States
Time resolved magnetgensing with NV centres in diamond
Magnetic resonance imaging using nanoscale magnetometers
Hall probes
Magnetic force microscopes
Atomic vapour cell magnetometensased on atomic ensembles armgperating at room
temperaturesensors outperform SQUIDs, rbatg the best sensitivigs of all sensors in the
aT.H?® range and at above mm scaleThese devices are studied at NPL, Glasgow
nanocentre and Southampton University.
1 Trapped ions can be used for the detection of the magnetic fields with nanometre
resdution”’ 6 A G K | YSI&ad2NBYSyi®®.aSyaridAroraite 2F wmp LI
1 The NIST chip scale magnetometer using a coherent population trapping resonance detects
changes in flux density of 50 pTHat 10 HZ.

=A =4 =4 =4 -4 4

> An NV centre is a point defect in a diamond lattice which consists of a hearest neighbour pair of a nitrogen
atom and a lattice vacancy which together substitute for a carbon atom.

% A NOON state is a quantumechanical mamnypody entangled statén whichN particles in mode are in a
superpositionwith zero particles in modé, and vice versarhe particles must obey Bogénstein statistics
and are usually photons

*" Reference: Nature 473, &B5 (05 May 2011

%8 Seehttp://tf.boulder.nist.gov/general/pdf/2001.pdf
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Figure 14 Chart of sensitivity versus resolution for magnetometergourtesy of Prof. Peter Kriger Nottingham
University)

In many experimental contexts, spatial resolution is as important as sensifiNigyliterature is
extensiveand a full exposition of the seos available is beyond the scope of this rep&igure 14
shows performances resolution for the most important families, aneferencesused toconstruct

the graph are contained in thappendix.Meanwhile, "conventional" magnetometers using atomic
vapaur cells continue to be refinéd

4.4.3.3. Quantum current standards
NPL is developing quantum current standards to complement and verify the consistency of existing
standards such as those quantum Hall effect resistance standard and the Josephson effect voltage

standard®. Electron pumps are used to allow a single electron to pass through a gate each clock
cycle.

4.43.4. Imaging sensors for electric and magnetic fields
Imaging sensors for electric or magnetic fields can be made using periodic or non periodic arrays. For
example, with further developments,it might be practical to replace the "cap" containing

%9 http://physicsworld.com/cws/article/news/2013/apr/24/atomienagnetometeris-mostsensitiveyet
€0 seehttp://www.npl.co.uk/sciencetechnology/quantumdetection/research/quanturrcurrent-standards/
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electrodes, or the more sophisticated SQYIChelmet mounted array, with an array @ftomic
vapour cells operating at room temperature.

Speculatively, one could ensige sprinkling a surface with diamond nanoparticles containing NV
centres. A laser could scan these and the florescence recorded using an imaging system. This would
result in a number of spatially random data points, however, a clear representation ahthexlying

field could be obtained via an accurate knowledge of the scan position of each return and the
reconstruction technique of compressive sensing.

BoseEinstein condensates trapped on an atom chip form the basis of a microscopic sensor that
acquireshigh-sensitivity images of magnetic field maps acquired with single micron resolution.
Different from conventional scanning probes, the image is obtained in a single shah$xin one
dimension, so that a full twdimensional image can be reconstruct'dm merely scanning along

the remainingdirection.

4.4.3.5. Nanoscale thermometry
Nanoscale thermometry may also be achieved in living cells using NV centres For example, a gold
nanoparticle together with nanodiamonds may be placed together within a living djeitent to a
coplanar waveguide. Controlled heat may be applied by laser to the gold nanoparticle. Nanoscale
thermometry may then be achieved by using pulsed microwave radiation to perform Ramsay type
precision spectroscopy.

To probe temperature fields, amtomic force microscope using point contact thermocouples is also
an available technique. This was capable of mapping 10 mK resolution down to < 100 nm spatial
resolution in 2010.

4.4.3.6. Electromagnetic radiation sensors and signal detection
These detect "photosi' i.e. particles of electromagnetic radiation. They include trapped ions in
cavities (QED sensors), nanowires and quantum dots for RF charge sensing. Measurements of the
number of photons present in a cavity (down to 1 or 0) may be made without altdrinigguantum
states such measurements are known as "quantum non demolition" measuremeErfgeriments to
measure single microwave photons have been made using superconducting rings

Arrays of nanadiamonds containing NV centres (see aboag)vell as Ryzkbrg atomsmay be used
for norrinvasive electromagnetic field sensidgn example isntennae or receiver characterisation
up to millimetre waves or terahertz frequencieRydberg atoms have demonstrated record
sensitivity to microwave electric fields anshe might envision noimvasive laseinterrogated
thermal vapour cell system¥hese are studied at Durham University.

®1SQUID = Superconducting@ntum Interference Device (requires cryogenics)
2je. quantum electrodynamic
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4.4.3.7.  Single photon detectors
There are many technologies available to detect single ph&tomsd these are not necessarily
"Quantum 20" technologies. However, the field is advancing rapidly and the output is an important
enabler for otheradvances such as quantum information processing. Apart from old (inefficient)
technologies such aghotomultiplier tubes, they includesuperconducting nanoire single photon
detectors, quantum dots (Toshif4)superconducting transition edge detectors, visible light photon
counters (VLPC) and frequency-agnversion via periodically poled LiNpQhere is insufficient
room here to discuss all of these in détehowever, one of the most promising detectors that can
work in a standard lab environment is the silicon based single photon avalanche detector (SPAD).
Although single detectors are useful for quantum information processing, arrays are being
developed bhat canbe used asmagers with novel characteristichisexample may have significant
impact in thke military and security domains.

SPAD applications include high end physics, medical imaging (including neurobiology) and
astronomy/astrophysicsi recentspecification is 350 1,000nmwavelengthwith 70-80% detection
success and a repeat sense time oflBDps.An example ofa commercial (radical) application is
— Positron Emission Tomography (PEThere a band of
SPAD devicesurrounding the patient providesnultiple
- detector points, currently 100,00&00nto be increased to
depletion <V> Reverse| 10°. A new varianthas also been described, wher

. O
m bias miniature cyindrical probecan be inserted into a body
+
n-

cavity to achieve higher resolution when combined with

1 external detectorsAs well as nuclear medicine, these arrays
‘ have been used as tools for supesolution microscopy,
Figure15Outline of SPAD device molecular imaging and particle phySfts

A planar structure resultm a thin device thawill run on relatively low voltages, and careful design
isused to engineer a device with a "large" zone of constant electric field with very low edge effects.
The deviceis robust against gamma radiatiomagnetic fields up to 9.4T and proton radiation.
Optimised parametersare dead (recovery) time, aftepulsing’, dark counts (accidental, random
avalanches), photon detection probability and timing resolution.

% A useful review may be found at

http://www.mba.ac.uk/pdfEMBO2011/le_photon_detectors for guantum_appl Hadfield Nat Phot 2009%
5B1%5D.pdf

% Seehttp://www.toshiba-europe.com/research/crl/gig/singlephotondetection.html

% Thisis a technique whereby radioactive material is introduced into the body. It decays to produce positrons
(positive electrons) as a by product, these annihilate rapidly and locally by combining with electrons to yield
pairs of gamma rays that produce ionigat or fluorescence in detectors. Timing and direction of coincident
events may be used to build up a density map of the radioactive marker.

% Seehttp://indico.cern.ch/getFile.py/access?resld=0&materialld=slides&confld=121658 comprehensive
presentation on the subject given to CERN. and for a Philips presentation on a commercial product
http://indico.cern.ch/getFile.py/access?contribld=54&sessionld=12&resld=1&materialld=slides&confld=20945
4

o7 During the avalanche some carriers can be trapped in deep levels. These trapped carriers are gieeaying
falling to lower energy levels) and cantrigger events during subsequent gating occurrences
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