
Spotlight on the Hub's Industry Collaborations: 
the case of ID Quantique

The company

ID Quantique (IDQ) is a world leading company in the 

fields of quantum-safe cryptography and quantum 

sensing, developing products aimed at future-proof data 

security. It provides complete systems for quantum safe 

network architectures, from key generation to key 

distribution, while also specialising in quantum random 

number generators and optical instrumentation products, 

mainly photon counters.

The partnership with the Hub

IDQ has been a major collaborator of the Hub since the start of Phase 1 of the 
UK National Quantum Technologies Programme when it became the supplier of 
the Quantum Key Distribution (QKD) systems underpinning the Hub’s 
metropolitan quantum network in Bristol. The company’s Clavis equipment was 
used to experimentally demonstrate for the first time quantum (QKD) secured 
Network Function Virtualisation (NFV) orchestration with Software Defined 
Networking (SDN) control. This replaces the need for purpose-built hardware 
appliances with standard off-the-shelf IT network infrastructure, resulting in an 
adaptable, manageable and cost-effective network architecture approach. 
Subsequent to this, IDQ was involved in supplying systems for the UKQNtel, an 
extension arm of the Hub’s UK Quantum Network (UKQN) linking Cambridge to 
the telecommunications sector at Adastral Park, and their equipment is also 
successfully used in conjunction with Toshiba systems in the rollout of the final 
leg of the UKQN, linking Cambridge to Bristol and demonstrating harmonious 
co-existence of QKD boxes provided by different suppliers. 

Aside from their involvement as a major supplier in the core work of the Hub, 
IDQ collaborated with Hub partners the Universities of Leeds and York on the 
‘Realistic Threat Models for Satellite QKD’ project which involved an in-depth 
security study of satellite QKD, examining various assumptions about the 
physical channel between satellites and ground stations and developing new 
capabilities through maximising the user exploitability of current and future 
quantum satellite missions. 

Further to this, IDQ provided access to their latest QRNG prototype for testing 
as part of the ‘Towards Assurance/ Certification of Physical QRNGs’ feasibility 
project, led by the University of York and NPL, which sought to develop the 
necessary theoretical and experimental understanding, expertise and 
techniques to test physical QRNGS.  This project underpinned a successful, 
large-scale ISCF submission the following year involving numerous Hub partners 
(NPL acting as lead, the Universities of York and Kent, CryptaLabs, KETS 
Quantum, NuQuantum, Toshiba and of course IDQ) and seeking to address the 
need for authoritative certification of the unique randomness produced by 
QRNGs and to overcome the existing important technological barriers to their 
commercial and industrial exploitation. 

https://www.idquantique.com/
https://www.quantumcommshub.net/wp-content/uploads/2020/09/FINAL-QHUB-Report-290817-book-web-1.pdf
https://www.quantumcommshub.net/wp-content/uploads/2020/09/QCH-UKQNTel.pdf
https://www.quantumcommshub.net/industry-government-media/collaboration-opportunities/2253-2/partnership-resource/realistic-threat-models-for-satellite-quantum-key-distribution/
https://www.quantumcommshub.net/industry-government-media/collaboration-opportunities/2253-2/partnership-resource/towards-assurance-certification-of-physical-quantum-random-number-generators/


Looking ahead

In addition to collaborating with the Hub, IDQ is involved in several national and 
international projects; along with engaging with the UK National Quantum 
Technologies Programme, IDQ participates in numerous European Quantum 
Technology Flagship projects and others within South Korea. For example, the 
company is involved in the European Union Horizon 2020 funded ‘OpenQKD’ 
which aims to install test quantum communication infrastructures in several 
European countries. IDQ will provide QKD systems for the use cases in different 
locations throughout Europe. Looking further afield, IDQ’s systems are being 
used in numerous settings within South Korea.

Convinced that quantum technologies will play a major role in how we manage 
and secure data in the future, IDQ encourages organizations and governments 
to get quantum-ready now to safeguard business continuity. IDQ’s QRNG 
solutions are also in place around the world, with the Quantis QRNG chip having 
recently been miniaturized for use in mobile and IoT applications, and 
embedded in three smartphones, setting a new standard for phone and app 
security.

To view the full text of this case study please visit: quantumcommshub.net

“Operation of commercial QKD equipment on the UK
Quantum Network has been essential to
demonstrate the practicality of secure, high speed
data transmission, encrypted with quantum keys.
The Hub partnership with IDQ has been crucial for
this. We also very much value our collaboration with
IDQ and NPL, to advance the assurance of QRNGs in
the UK.”

Professor Tim Spiller, Director of the Quantum
Communications Hub

“We are delighted of our collaboration with the 
Quantum Communications Hub, which has allowed 
IDQ to extend the reach of quantum secure 
communications across sectors and markets, within –
and beyond – the UK and to work with world-class 
researchers on new uses and applications for this 
technology.”

Grégoire Ribordy, CEO and co-founder of ID 
Quantique

https://openqkd.eu/
https://www.idquantique.com/
https://www.idquantique.com/random-number-generation/applications/mobile-phones/
https://www.quantumcommshub.net/

